Risk Analysis of Islamic State (IS)
Network Development in Southeast Asia
Based on 3D Matrix

By Okol S. Suhayo



Risk Analysis of Islamic State (IS) Network
Development in Southeast Asia Based on 3D Matrix

(amarulla.octavian@idu.ac .id)

DOI: 10.46970/2020.26.3.3 (Joni.widjayanto@idu.ac id)
Volume EG,TN:mh.er 3 .’ (nengah putra@idu.ac.id)
September 2020, pp. 195-223 A. Kukuh Susilo

Okol S. Suharyo
Indonesia Naval Technology College

(akukuhsusilo®@ sttal .ac.id)
(okolsrisuharyo @sttal .ac.id)

Amarulla Octavian

. . Joni Widjayanto
' I Nengah Putra

Indonesia Defense University

The threat of terror in Southeast Asia has been currently divided into three
generations of terror: Al-Qaeda terror network, ISIS terror network and IS
terror network . This study aims at providing a risk analysis on the development
of the Islamic State network in Southeast Asia. This study employved Analytical
Hierarchy Process (AHP) approach, TOPSIS. The AHP method is used to give
weight to risk identification criteria. The TOPSIS method is used to provide the
value analysis of threats, vulnerability, and impact in order to determine the
threat-based risk level assessment, vulnerability, and the impact of the TOPSIS
calculation results. The risk analysis of the development of [slamic State in
Southeast Asia resulted three countries were categorized in the category of
Low: Indonesia, Malaysia and Thailand. Indonesia has the value of risk factor
of 0.170; Malaysia has the value of risk factor of 0.088 and Thailand has the
value of risk factor of 0.176. On the other hand, the Philippines has the value
of risk factor of 0 351 in the category of Guarded.

ywords: Maritime Risk Analysis, Network, Islamic State, Analytical
Hierarchy Process (AHP), Technique for Order Preference by Similarity to
Ideal Solution (TOPSIS), ASEAN

1. Introduction

The establishment of Association of Southeast Asian Nations (ASEAN) as an
international organization in Southeast Asia on August 8, 1967 in Bangkok with
aimed at creating ASEAN countries that are peaceful, safe, stable and prosperous
{(Purwendah, 2018). However, current almost all Southeast Asian countries suffer
terrorist threats, such as Islamic territorialism and anarchic activities of international
terror uf:tvms. The anarchic activities include Al-Qaeda of Bali bombing 1 in
Indonesia, Islamic State of Iraq and Syria (ISIS) in Syria, and Islamic State (IS) of
Moro Islamic Liberation Front in the Philippines (Fitriani, et al., 2018).

The threat of temror in Southeast Asia has been currently divided into three
generations of terror: Al-Qaeda terror network, ISIS terror network and IS terror
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network. These three threats are challenging national development as well as the
fundamentals of social, national, and political life of people in Southeast Asia
(Nahdohdin, et al., 2019). The terror networks varied from Jemaah Islamiyah (JI),
Mujahiddin, to Katibah Nusantara are now increasingly growing stronger and more
fertile due to economic, politic, and leadership crisis caused by the China—United
States trade war. The United Nations has declared “Global War on Terror”. ASEAN
also formed Ministerial Meeting on Transnational Crime (AMMTC) aiming at
preventing transnational crimes including acts of terrorism (Aslam, 2009). Based on
these problems, this study aims at providing a risk analysis on the development of
the Islamic State network in Southeast Asia. This study employed Analytical
Hierarchy Process (AHP) approach, TOPSIS. The AHP method is used to give
weight to risk identification criteria. The TOPSIS method is used to provide the
value analysis of threats, vulnerability, and impact in order to determine the threat-
based risk level assessment, vulnerability, and the impact of the TOPSIS calculation
results.

This study was urged by the development of the threat of Islamic States (IS) in
Southeast Asia countries such as Thailand, ME[IEI}"SiEl Philippines and Indonesia.
ASEAN cooperation in dealing with the returnees of Islamic State of Iraq and Syria
(ISIS). The returnees return to their countries to become a lone wolf. This research is
limited to four major countries in Southeast Asia: Indonesia, Malaysia, Thailand, and
the Philippines. This study 1s expected to contribute to the development of defense
science and technology in the field of Asymmetric warfare. Furthermore, this
research i1s expected to be used as a consideration and input for stakeholders in
ASEAN cooperation and terrorism threat prevention.

There previous studies supporting this research. First, Analysis of National
Maritime Security Strategy as an Effect of Regional Development using 5WOT,
Fuzzy Multi Criteria Decision Making (FMCDM) and Borda (Susilo, Putra, Ahmadi,
& Suharyo, 2019). Risk Evaluation Of Terrorist Attacks Against Important Chemical
Industries In Urban Areas (Yang, 2019). Data Analysis Method Of Terrorist Attacks
Based On AHP-DBSCAN Method (Wang, et al., 2019). A Decision Framework For
Managing The Risk Of Terrorist Threats At Rail Stations Interconnected With
Airports (Kaewunruen, et al., 2018). On The Risk Assessment Of Terrorist Attacks
Coupled With Multi-Source Factors (Zhang, et al., 2018). Risk Assessment And The
Prevention Of Radicalization From Nonviolence Into Terrorism (Sarma, 2017).
Adversarial Risk Analysis in support of defensive resource allocation for
counterterrorism (Zawadzki, et al., 2017). Rationality Of Terrorist Acts,
Counterterrorism And Risk Analysis (Pavlicevi¢, 2017). Risk Reduction In
Terrorism Cases: Sentencing And The Post-Conviction Environment (Berkell, 2017).
Previous studies related to AHP and TOPSIS are AHP-TOPSIS Model to Evaluate
Maintenance Strategy using RAMS and Production Parameters (Bona & Falcone,
2019). Implementing Fuzzy TOPSIS on Project Risk Variable Ranking (Husin, et al.,
2019). Risk Assessment Using Fuzzy TOPSIS and PRAT for Sustainable
Engineering Projects (Koulinas, et al., 2019). Risk Management In Urban Tunnels
Using Methods Of Game Theory And Multi-Criteria Decision-Making (Nikkhah, et
al., 2019). A Hybrid Fuzzy TOPSIS — Best Worst Method for Risk Prioritization in
Megaprojects (Norouzi & Namin, 2019). Improved AHP-TOPSIS Model for The
Comprehensive Risk Evaluation of Oil And Gas Pipelines (Wang & Duan, 2019).
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Risk Level Evaluation on Construction Project Lifecycle Using Fuzzy
Comprehensive Evaluation and TOPSIS (Gebrehiwet & Luo, 2019). Implementation
of AHP and TOPSIS Method to Determine the Priority of Improving the
Management of Government’s Assets (Febriansyah, et al., 2017). Risk Management
and Control of Dams Based on Integrating TOPSIS and RAM-D Techniques (Case
Study: Paveh Rood Dam, Iran) (Sadeh & Rezaian, 2017). Project Risk Assessment in
Enterprises with the Use of TOPSIS Method in the 2014-2020 Perspective
(Walaszczyk, 2016). Using Fuzzy AHP And Fuzzy TOPSIS Approaches For
Ass;essinSaféty Conditions At Worksites In Construction Industry (Basahel &
Taylan, 2016). Group Decision-Making Using Improved Multi-Criteria Decision
Making Methods for Credit Risk Analysis (Wua, et al., 2016). Urban Network Risk
Assessment Based on Data Fusion Concept using Fuzzy-AHP, TOPSIS and VIKOR
in GIS Environment (Rokhsari & Sadeghi-Niaraki, 2015). A fuzzy AHP-TOPSIS
Framework for The Risk Assessment of Green Supply Chain Implementation In The
Textile Industry (Nazam, et al., 2015).

The exploration 1n this study 1s divided into some sections. Section 2 describes the
Islamic State, ASEAN countries, and the risk analysis method used. Section 3
explains Islamic state terrorism risk analysis in Southeast Asia. Section 4 discusses
the value of risk analysis. Finally, Section 5 concludes the study.

2. Material/Methodology

2.1 Terrorism

Terror is a phenomenon that has quite a long life in history, this is evidenced from
the root of the word terror "cimbricus terror" (Beinoravi¢ius & Vainiute, 2017). It
was derived from Roman phrase which meant "to frighten" which describes the panic
that occurred when the opposing force battled fiercely and violently (Baker, 2014).
Then this word was broadly used for the first time during the French Revolution as le
terreur or terrere which was used when there was brutal violence by beheading many
people who were accused of anti-government. Thus, terrorism could be interpreted as
intimidation and brutal acts against civil society by certain reasons (Beinoravi¢ius &
Vainiute, 2017).

There is an expansion where the act of terrorism was once one of the methods of
government to control the political situation to be crime against state and humanity
(Filippo, 2008). Recently, the acts of terrorism also attack the conscience of
individuals (crime against conscience) due to the random and erratic selection of
attacks that cause public unrest. Terrorism today can be categorized as asymmetric
warfare. Unlike traditional warfare where military power and resources are the main
focus, asymmetric warfare prefers psychological pressure (Fitzpatrick, 2003).

22 Indonesia

Indonesia is the largest archipelago in the world. Indonesia consists of 17,499 islands
in the area of sea water 5.8 million square kilometers. In other word, 2/3 of
Indonesia's territory comprises of waters territory 1s sea. Indonesia has a long
coastline of 81900 square kilometers. Indonesia is made up of thousand islands and
is bordered by 10 countries: Singapore, Malaysia, the Philippines, India, Vietnam,
Thailand, Cambodia, the Republic of Palau, Papua New Guinea (PNG) and
Australia. Most of the borders are separated by the sea (Susilo, et al., 2018). Only
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three of them are land border: Malaysia, Papua New Guinea (PNG) and Timor Leste.
Administratively, Indonesia's borders are located in in 12 Provinces and 38
Regencies/ Cities. The 12 provinces are the province of Nangroe Aceh Darussalam
(NAD), North Sumatra, Riau, Kepulauan Riau, West Kalimantan, East Kalimantan,
North Sulawesi, Maluku, North Maluku, East Nusa Tenggara (NTT ), Papua and
West Papua. The border area consists of land, sea and air border areas that are widely
distributed with diverse typologies, ranging from the remote areas to small frontline
islands and border villages (Malta, etal., 2018).

2.3 Malaysia
Malaysia declared its independence on 31 August 1957. Gf_‘,{}gl'ElphiCElll}lelil}“SiEl 18
located in the Southeast region. Malaysia has two main regions separated by
the South China Sea into Peninsular Malaysia and East Malaysia. Astronomically,
Malaysia is located near to the equator with coordinates of 2°30'N 112°30'E. The
total land area of Malaysia is 329,847 square kilometers comprising of land area of +
328,657 square kilometers and water area of £ 1,190 square kilometers.
Malaysia’s total length @fglbastline is + 4,675 km, which are the coastline in
Peninsular Malaysia of £2,068 km and East Malaysia #2607 km (Aslam, 2009).
West and East Malaysia are separated by the South China Sea along the +540 km
in the Peninsular Malaysia of 131,805 square kilometers bordering with Thailand in
the north and Singapore in the south. Meanwhile, Sabah and Sarawak regions cover
an area of 73,997 square kilometers and 124,450 square kilometers respectively.
Geographically, Malaysia has neighbour borders to other countries such as Indonesia
by 1,782 km, Thailand by 506 km, and Brunei by 381 km totalling of + 2,669 km
(Hatta & Ali, 2013).

2.4 Thailand

Thailand is located in Southeast Asia. Culturally, the religion, language and culture
of Muangthai Muslim minority living in Patani (Southern Thailand) is Malay nation.
Moreover, it geographically is bordered to Malaysia. The kingdom of Thailand is
divided into 76 Provinces called Changwat. These provinces are grouped into 5
which then are divided into 795 districts called Amphoe. Then Amphoe is divided
into 81 minor districts known as King Amphoe and 50 districts of Bangkok called
Khet. Furthermore, both King Amphoe and Khet consist of 7,236 communities
called Tambon. Tambon consists of 55,746 villages called Muban, 123
municipalities called Tesaban, and 729 Sanitary Districts called Sukhaphiban
(Leepreecha, 2019).

2.5 The Philippines

The Republic of the Philippines is an island country of Southeast Asia. The capital
city of the Philippines is Manila. The total area of the Philippines 1s + 300,000 square
kilometers with land area of 298,170 square kilometers and water area of 1,830
square kilometers with 7,107 islands (Putra, et al., 2019). Luzon Island (in the north)
and Mindanao Island (in the south) are the biggest islands in the Philippines. The
Philippines has official local government called local government units or LGUs
(Liwanag & Wyss, 2018). It is divided into: First, regional Autonomy; second,
provinces (lalawigan, probinsiya, kapuoran) and independent cities (lungsod, siyudad
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fciudad, dakbayan, dakbanwa, lakanbalen); third, city government (bayan, balen,
bungto, banwa) and the city (lungsod, siyudad / ciudad, dakbayan, dakbanwa,
lakanbalen); and fourth, Barangay (barrio) (Alex B. Brillantes & Fernandez, 2011).

2.6 ISIS in Southeast Asia

ISIS is a terrorist organization founded by Abu Musab al-Zargawi in 1999 under the
name Jamaat Al-Tawhid Wal-Jihad (JTWI). Abu Musab al-Zargawi was a student of
al-Qaeda's leader Osama Bin Laden. In 2000 Zargawi came to Osama Bin Laden as
leader of Al-Qaeda to ask for help to overthrow Jordan’s government. JTWJ changed
to al-Qaeda in Iraq (AQI) In 2004. It had a similar target with al-Qaeda which was to
control Iraq. Then in 2006 AQI changed its name to Majlis Shura Al-Mujahidin
(MSM) which was still under al-Qaeda (Nainggolan, 2017).

ISIS describes a new wave of global jihadism that was previously led by the al-
Qaeda group. ISIS w ffiliated with al-Qaeda for mutual interest. At that time the
ISIS was still called al-Qaeda in Iraq (AQI) with the division of Al-Qaeda's central
focused on far enemies such as the United States, Israel and other global actors.
Meanwhile AQI was more focused on near enemies such as Iraq and Syria which
then spread to other Arab countries. In 2006, ISIS which was still called Majelis
Shura al-Mujahidi (MSM), decided to leave al-Qaeda and form a new organization.
After ISIS cut the tie with al-Qaeda, ISIS leader Abu Bakar al-Bagdadi declared
himself as the new caliph, the highest leader of Muslims m the world. I5IS also
openly challenges al-Qaeda by showing its ambition of becoming the world's main
player with the ideology of Salafi jihadism. Then, ISIS began targeting the far
enemy, such as the United States and Europe. However, ISIS chose not to attack the
territories of the far enemy countries but attacked strategic areas of Western targets
such as Baghdad, Riyadh and Damascus (Nainggolan, 2017).

2.7 Risk Management

Risk is the potential for something bad happening or loss of something of value. The
value referred to here can be in the form of health, social status, financial wealth,
goods, assets or welfare and happiness (Harris & Jenkins, 2006). The values that can
be gained or lost when taking decision to a given action or inaction. Risk can be
interpreted as external factors and internal factors that can cause uncertainty in the
effort to achieve the desired goals (Spikin, 2013).

Risk management is a process of identifying, analyzing, assessing, controlling, and
an effort n avoiding, minimizing, or even eliminating unacceptable risks
(Gebrehiwet & Luo, 2019). In companies, risk management is a process of planning,
organizing, directing, and controlling the activities of an organization to minimize
the risk of company revenue (Purohit, et al., 2018). An effective risk management
process will help identify which risks pose the greatest threat to the organization and
provide guidance to address them (Aven, 2016).

Risk management is created in order to protect a company or organization
including its employees, property, reputation etc. from a hazard that can occur at any
time (Purohit, et al., 2018). Not all risks can be eliminated or avoided, therefore it is
necessary to take preventative actions for the identified risks. The steps of risk
management include 1) Risk identification; 2) Risk assessment; 3) Risk response; 4)
Implementation; 5) Evaluate and review (Sarvari, et al., 2019).
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2.8 Risk Analysis (Threat, Vurnerability, Impact)

Risk analysis 1s the activity of analyzing risk by determining the probability and the
consequences of a risk. After the risk has been identified, the next step is to carry out
risk analysis and assessment (Wua, et al., 2016). Risk analysis i1s divided into 1)
Qualitative; 2) Semiqualitative; 3) Quantitative (Matsika, et al., 2016). Qualitative
risk analysis analyzes and assesses risk by comparing the parameters of the effects
and opportunities by comparing the established matrix. Semiquantitative risk
analysis has an almost similar method as the quantitative method (Aven, 2016).
However, the difference lies in the value /score that has been determined according
to the risk. Quantitative risk analysis is done by determining the value of each
parameter obtained from the results of representative analysis such as statistical
analysis, simulation, fault tree analysis, etc (Nazam, et al., 2015).

The parameters used in analyzing and assessing risk are threats, vulnerabilities,
and impacts. A threat is something that can disrupt the activities of an organization
(Liua, et al., 2012). Threats are systematic efforts to identify and evaluate existing or
potential terrorist threats to jurisdiction and target assets. Due to the difficulty 1n
assessing terrorist accurately, threat assessments can yield only general information
about potential risks. This assessment considers the full spectrum of threats such as
natural, criminal and major accidents, as well as terrorist activities. Threat
assessment must be compiled from a comprehensive and rigorous research and
analysis. Law enforcement cannot function unilaterally. Threat assessments that
failed to involve the knowledge and assessment of state organization and institution,
local and private organizations, with potential threats are inherently incomplete
(Ganin, et al., 2017).

Vulnerability is a condition in a community or society leading to or causing the
mability to deal with hazards (Ganin, et al., 2017). In principle, vulnerability analysis
i1s used as: (1) diagnostic tool to understand the problems and factors causing
vulnerability, (2) planning tool as a basis for priority determination activities and the
sequence of planned activities, (3) risk measurement tool to assess risk specifically,
and (4) tool for empowering and mobilizing wvulnerable groups of people.
Vulnerability analysis 1s part of a risk analysis that allows stakeholders to counter
terrorism (Kaewunruen, et al., 2018).

Impact is the level or the size of influence on other activities when undesirable
activities occur. Impact (consequences) Assessment 1s carried out to assess the
consequences/ impacts of the probable occurrence of the various identified threats
against the facility being reviewed. The assessment 1s based on criteria, including
loss of life, injury, loss or damage to buildings/assets and Impact on economic and/
or socio-political well-being of the country / nation (Liua, et al., 2012).

Impact assessment in terms of number of life loss and potential number of injuries
should consider the worst-case scenario of a full occupancy capacity of the facility
being reviewed. The criteria of assessing loss of damage building/assets must
consider the construction cost of the building/asset. The assessment on loss of
primary service should be in accordance with the recovery period of re-constructing
the building/asset and/or replacement of supporting equipment that determine the
operability overall facility.

The risk analysis can be written with the risk formula (Liua, et al., 2012):

Risk = Threat (T) x Vulnerability (V) x Impact (I) (Eq. 1)
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Liua et al (2012), describes that threat will exploit vulnerability causing an impact
on the system, thus making it a risk to the organization. Therefore, if no threats,
vulnerabilities and impacts are found, there is no risk (Ezell, et al., 2010).

3
2.9 Analitycal }.Herarchy Process (AHP)
Analytical Hierarchy Process (AHP) i1s a method for solving an unstructured
complex situation into saeral components in a hierarchical arrangement, by giving a
subjective value of the relative apnrtance of each variable, and determining which
variable has the highest priority to influence the outcome of the situation (Dekrita, et
al., 2018). The instrument of AHP is to have a functional hierarchy with human
perception as the main input. With a hierarchy, a complex and unstructured problem
is solved into groups and organized into a form of hierarchy (Mutmainah, et al.,
2017).
AHP is often used more than other methods for the following reasons (Oreski, 2012):
1. Hierarchical structure as consequence of the chosen criteria, until the deepest
sub criteria.
2. To consider validity up to the limit of various criteria and alternatives which 1s
chosen by decision maker.
3. Take into account the resilience of the decision-making sensitivity analysis

output.

J MCDA tool that uses a AHP follows a theory of
hierarchical problem relative measurement that
decomposition provides:

O Local priority weights Cl Q(1) an ‘objective’
from Pair-wise mathematics to model
Comparative Method complexities of a problem,
(PCM) of Judgment and

O Global priority weight@ ;
hierarchic composition U UJ(2) a way to process
(additive synthesis) Aloopindicates that | subjective’ preferences of

each element depends | groups/ individuals in
only on itself decision-making.
(Satty 1980) (Satty 1980

Comparison is made between two alternatives based on a decision-maker’s
feeling of priority due to importance, preference and likelihood of influence

Figure 1 Comparison Between MCDM dan MCDA
{Saaty, 1980)

Using a hierarchy, a complex problem can be broken down into groups which are
then arranged into a hierarchical form so that the problem will appear more
structured and systematic. The end of the AHP process is the priorities of the
alternatives (Pérez, et al., 2017). These priorities can be used to determine the best
alternative.
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Table 1 Saaty Fundamental Scale

Intensify of ...
Importance Definition
I Two elements contribute equally to the objective (equal importance)
3 Experience and judgement slightly favour one element over another
nderale more importance)
5 Experience and judgement strongly favor one element over another
(essential, strong more importance)
7 An element is favour very strongly over another. and its dominance is
demonstrated in the practice (demonstrated importance)
9 The evidence favoring one activity over another is the highest possible
order of affirmation (absolutely more importance)
2,4,6,8 If in doubt between two adjacent values (grey area)

(Saaty, 1990)

In this study, the AHP method is used to identify criteria and sub-criteria and
provide weighting of those criteria. It aims at analyzing the strategic risk of Islamic
State (IS) network development in Southeast Asia. The AHP method is combined
with the TOPSIS method (Suryaningkusuma, et al., 2018).

19

2.10 TOPSIS (echnique for Order Preference by Similarity to Ideal Solution)
TOPSIS is one of mu1ti—attribut@ecisinn—malkiug methods first introduced by Yoon
d Hwang in 1981. TOPSIS 1s based on the concept that positive ideal solution has
shortest distance from positive 1deal solution and farthest from negative i1deal
solution to determine the value 8 closest relative to the positive ideal optimally
(Walaszczyk, 2016). The positive 1deal solution is defined as the sum of all the best
values that can be achieved for each attribute, while the negative ideal solution
conizits of all the worst values achieved for each attribute. TOPSIS considers both
the distance to a positive 1deal solution and the distance to a negative 1deal solution
by taking a closeness relative to a positive ideal solution (Basahel & Taylan, 2016).

operation within the TOPSIS process includes: 1) creating a standard
(normalized) decision matrix; 2) creating the weighted normalized decision matrix;
3) determinila}f positive ideal solution matrix and negative ideal solution matrix; 4)
calculate the distance of each alternatives with the positive ideal solution matrix and
the negative ideal solution matrix; 5) Determine the preference value for each
alaueltive (Febriansyah, et al., 2017).

In this study, the TOPSIS method is used to calculate the value of risk analysis in
several ASEAN countries in order to identify the risk analysis on the development of
the Islamic State network in Southeast Asia.

2.11 Research Subject and Object

Research subjects are informants for the research data. Data obtained from the
subject through interaction, information identification with the research subject. The
interaction takes the form of interviews, focus group discussions, and surveys. In this
study the informants interviewed as research subjects were the officials who were
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directly related to the threat development of the Islamic State (IS). They are
classified as expert people

Table 2 Experts Panel

No Expert Total| Code
International Relations of Directorate General for Defense Strategy,

| . | El
Ministry of Defense
Strategic Analysis of the Directorate-General for Defense Strategy,

2. 1 E2
Ministry of Defense

3 Territorial Defense of Directorate General for Defense Strate gy, Ministry | B3
of Defense
Deputy Minister for Coordinating Ministry for Political, Legal, and

4 : - . | E4
Security Affairs of Indonesia

5 |Ambassador/ Defense Attaché of Thailand, Malaysia and Philippine 3 |E5-E7

6 | Ambassador/ Defense Attaché for Thailand, Malaysia and Philippine 3 EEIS [_}

The object of research is a problem or issue discussed, researched and investigated
in research. The object of research is something that is of concern in a study. It is the
target to get answers or solutions to problems. In this research the object of research
is the Islamic State (IS) network development in Southeast Asia with case studies of
4 (four) major countries, namely Indonesia, Malaysia, Thailand, the Philippines.
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Figure 2 Southeast Asia Map
({ Kripalani & Kulkarni, 1997); (Loo, et al., 2015))

2.12 Data Collection and Preliminary Phase
Data collection is carried out to obtain the information needed for research
objectives. Data-collecting instruments are used for data collection process. Data
from each expert is recorded through the research instruments. The information was
coded to facilitate the analysis process.

In this study, questionnaire, interview and observation were employed as the
instruments. Previously, the instruments were constructed based on the initial criteria
of each risk (Threat, Vulnerability, Impact).
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Table 3 Terrorism Risk Analysis Criteria and Sub Criteria

Criteria Sub-criteria (ne References
Existence Tl L
Terror Ability T2 Eﬁjsm;nma;etalu?ﬂlﬁ}
. . oo, 2009
Historic 13 | Zierhoffer, 2014)
Threat Intensity T4 (Lo an Lloyd. 2019)
(T) Type of planning activities| T3 (Lii = 261~2}
i“gfg“‘m;g}“ E—:’ (Ezell, et al., 2010)
otal Topuation (Ganin, etal., 2017)
Environmental Safety T8
Location V1 |{Kaewunruen, et al., 2018)
Accessibility V2 |[(Dumbrava & Iacob, 2013)
Vulnerability (V)|Security Adequacy V3 |(Hosseinnia, et al., 2018)
Availability V4 |(Chien, et al., 2019)
Vulnerability V5 |[(Liva,etal., 2012)
Insignificant Il (Chien, et al., 2019)
- 5 . "2
Impact ﬂ:ﬂm }5 (Mohamed & Elseyoufi, 2018)
(I Mai I {(Hosseinnia, et al., 2018)
aor (Cioaca, et al., 2016)
Catastropic I5

2.13 Score Column, and Colour Level
The calculation made allows an indication of the strongest and weakest task in the
terrorism risk analysis by considering accepted criteria. In such a situation, a country
needs to carry out a strategic study to decide whether the risk significantly influences

a country's stability.

Table 4 Value of Terrorism Risk Analvsis Level.

AHP
Scale

Likert
Score

Probability
Value

Description

Level

081-10

Severe risk of terrorist attacks, increasing or
redirecting personnel to address critical emergency
needs: expand surveillance and response capability:
assigning emergency response personnel and pre-
positioning and mobilizing specially trained teams or
resources.

Severe

0.61-0.8

High risk of terrorist attacks, extend monitoring
capability: increase security posture: Preparing to
execute contingency procedures: restricting threatened
facility access to essential personnel only.

High

041-06

Significant risk of terrorist attack, increasing
surveillance of critical locations: coordinating
emergency plans a appropriate with nearby
companies.

Elevated

General Risk of terrorist attack, heightened awareness
advisory notice by nearby companies or the cluster
security.

Guarded

Low risk of terrorist attack, normal security posture
and conduct of business operations.

Low

{ Hosseinnia, et al., 2018)
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A possibility of imminent threats or attacks on assets in a country must be
immediately communicated throughout the ASEAN region to determine the
appropriate security response and to enhance the protection of the target assets and
make it difficult for the terrorist to endanger these assets (Table 4).

A 5 x5 x 5 matrix was developed to determine the level of warning in a country
against terrorism attacks. The sub-criteri Threat are placed on the X axis while
the possibility of vulnerability to attacks on the Y axis and impact analysis on the Z
axis They are described in Table 9dan Figure 4.

Table 5 Value of Risk Analysis Level of Each Criteria

Risk Analysis Level
Likert Score
Threat Vurnerabhiliy | Impact
5 Very High|Very High  |Catastropic
4 High High Significant
3 Medium |Medium Moderate
2 Low Low Minor
Very Low |Very Low  |Insignificant

{Hosseinnia, et al., 2008),; {Liua, et al., 2012); (Cioaca, et al., 2016)

Table 6 Rating of the Level Value for Each Risk Analysis Criteria

Likert Description of Risk Analysis

Score Threat

Vurnerabiliy Impact

= Threat would have a
very high degree of
interest in the assets,

= Internal decision-

5 makers and/or external

- Loss or damage of assets has
exceptionally grave consequences,
such as extensive loss of life,
widespread severe injuries, or total
loss of primary services, core

— the destruction of
more than 10% of
the considered

system .
law enforcement and - processes, and functions; property
. . . = over 200 loss of ] ) B M
intelligence agencies life damage: and a catastrophic impact on

determine the threat is
credible.

economic and political well-being of
the nation.

- Threat would have a
high degree of interest
in the assets.

— The destruction of

- Loss or damage of assets has grave
consequences, such as loss of life,
severe injuries, loss of primary

- Internal decision more than 25% of a |services, or major loss of core
4 |makers and/or external |subsystem - between |processes and functions for an
law enforcement and 101 and 200 loss of  |extended period of time; and
intelligence agencies  [life. functions: property damage: and a
determine the threat is major impact on economic and
credible political well-being of the nation.
- Threat would have . - Loss or damage of assets have
= the destruction of o ) )
amoderate degree of less than 25% of a moderate (o serious consequences,
interest in the asset T . such as injuries or impairment of core
3 subsystem - between

relative to other assests.

- Internal decision-
makers and/or external

51 and 100 loss of

life

functions and processes: and
functions: property damage: and a
moderate impact on economic and
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law enforcement and political well-being of the nation.
intelligence agencies
determine the threat is
known, but is not

verified.

= Threat would have

some degree of interest — Loss or damage of assets have

in the assets. - total destruction | minor consequences or impact, such
= Internal decision- of a critical as a slight impact on core functions

[

makers and/or external |component from one |and processes for a short period of
law enforcement and  |subsystem - between |time: and functions: property damage:
intelligence agencies |11 and 50 loss of life | and a minor impact on economic and
determine the threat political well-being of the nation.
exists, but is not likely.

= Threat would have
little to no level of
interest in the assets - the partial

= Internal decision- destruction of a

I makers and/or external |critical component
law enforcement and  |from one subsystem
intelligence agencies |- between 0 and 10
determine the threat is  |loss of life
nonexistent or
extremely unlikel i

- Loss or damage of assets have
negligible consequences or impact:
and functions: property damage: and
an insignificant impact on econormic
and political well-being of the nation.

({ Hosseinnia, et al., 2008); { Liva, et al., 2012); (Cioaca, et al., 20{6))

2.14 Research Objective and Procedure

The objective of this research is first to identify the risks that are likely to occur and
to give weight to the risk criteria and sub criteria identified. Second, it analyses the
risk calculation for each criterion (threat, vulnerability impact). Third, this study
provides a risk assessment analysis by multiplying the results of the analysis of risk
criteria to provide the final level of risk in each country object of research on the
spread of the Islamic State (IS) network. Fourth, it provides a description of the color
level in the relevant country from the results of the risk analysis as part of the
mapping.

Research objectives and procedures are described in formula

1. Weighting the criteria.

Risk Analyisis for
Islamic State (15) Metwaork

Threat (T) Vurneability (V) Impact (1)
Aspect Aspect Aspect
T4 ‘ T-2 ‘ T-n V-1 V-2 V-n I-1 ‘ |-2 I-n

Figure 3 Risk Analysis Break-Down Structure for Islamic State (15).
{ Yang, 2019)
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e Make a Pair Comparison Matrix (Wang & Duan, 2019).

1 iz .. dqp {E(.] 2}
1

o 1 e Qo

A=ag=|%2 )

1 1

— — .1

1y Ozpn

i,m=1,2, ... .1n=1ndex of related criteria.

o  Make a Criteria Value Matrix.
o Make an Addition Matrix for Each Line.
e  (Calculation of Consistency Index (CI) and Consistency Ratio (CR).

] = Amaks—n_ (Eq. 3)

n *
_ua (Eq. 4)
CR_R] =

N = Number of Elements,
RI = Random Consistency Index.

It the CR ratio < 0.1 (1.e. 10%), the matrix is said to be consistent and the decision
W is accepted. Conversely, CR more than that implies too many contradictions in the
matrix. Anticipation for the final situation is to review the matrix, then revise the
weights loaded by the vector.

Table 7 Random Consistency Index Values

n|RI (n| RI {n| RI
0006 [124]11]1.51
0.00f7(132/12]1.53
038 8 |141]|13]1.56
09 (9 [145|14]1.57
1.12|10]1.49]15]/1.59
(Saaty, 1990)

L | s | | b =

2. Threat, Vulnerability, and Impact Assessments.

Table 8 Assessment of Each Criteria and Alternative
Criteria |C1|{C2|C3|.../C-n
Weight

altermative |C1|C2|C3|...|C-n
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The Likert scale is first modified into an interval scale using Microsoft Excel to
analyze the questionnaire results. Then the weights for each criterion and alternative
were calculated using geometric averages. These geometric mean values are
considered as the result of group assessments of the values given by 10 experts.

o Creating a matrix of terrorism risk analysis decision making (Gebrehiwet &
Luo, 2019).
e Normalizing the decision matrix (Walaszczyk, 2016) (Nazam, et al., 2015).

X1 X2 . Xin (Eq.5)
Xmi Xmz - Xom
Xij (Eq. 6)
TU' =

’Ekm=lx.':5j

e Multiplying the risk matrix with the weight of each AHP criterion.

Vij = Wix1y; Wherei=123,.m (Eq.7)
J=123,.n
'ty Tz e Tin

r I e T [qu:l
Y=wi we e W] T T

e Determining a positive ideal solution matrix and a negative ideal solution matrix
(Nazam, et al., 2015).

_ _ _ .9
At = (vHoyd oowt) dan A= (v, va, eV ) (Eq.9)

The positive ideal solution A* and the ideal solution A" can be determined based on
normalized weight (yij). The normalized weight decision matrix can be calculated by
multiplying the weights @f the internal service quality dimension criteria with the
normalized matrix. The positive ideal solution A* and the negative ideal solution A-
cabe determined based on the normalized weight (yij). After obtaining the value of
a positive ideal solution (A*), then the value of the negative ideal solution (A~) is also
calculated.

e Determining the distance of each alternative (Rokhsari & Sadeghi-Niaraki,
2015).

DF = JSpioy 1) & D7 =[Sy —yr)'  (Ea10)
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e (Calculating the value of risk preferences of each alternative in accordance with
the results of decision makers (Nazam, et al., 2015).

D~
V= (Eq. 11)
‘" Df +Df =

The preference value for each alternative (Vi) can be calculated based on the
proximity of each alternative to the ideal solution.

3. Risk Determination of the Islamic State (IS) Network Development.

Table 9 Risk Analysis Results of Islamic State (IS) Network Development

Score |Score |Score | Risk Score
Country T | v M [(TxVxI) Alert Level | Colour

Analysis of Analyss of Analysis of
Thresat Vumerability Impact
* ¥ +
Crterna of Criterna of Criteria of
Threat Vumerability Impact
[ 1 ]
¥

Risk Anslysis of
Islamic State (IS} Metwork in South East Asis
(Indonesa, Malaysia, Thailand, Phifipina)

¥

Three Dimenson of Risk Matrix Analysis
(Mheat x Vumembility x lmpact)

Wurnarability
sl

Figure 4 3D Matrix of Terrorism Risk Analysis
((Chien, et al., 2019); { Cioaca, etal., 2016)).

3. Result
3.1 Analysis of Criteria Identification and Criteria Weight
The identification of criteria in the risk analysis of Islamic State (IS) network
development includes input in the form of previous studies supported by expert
opinions for alternative data and processes including the stages of the AHP and the
TOPSIS method, and output in the form of risk value evaluation of IS network
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development ir theast Asia. In this study the determination of criteria weights
was carried out using the Analytic Hierarchy Process (AHP) method, whereas for the
analysis of risk values using the TOPSIS method.

The first step in AHP is to compile a hierarchy by arranging objectives, criteria,
and alternatives. Arrangement of criteria and sub-criteria for IS network
development risk analysis from the opinion of experts.

Bink Anaiyisa far

....... R (15 FEaik

Figure 5 Hierarchical Risk Breakdown Structure on Terrorism Network Risk Analysis

Finding the influential factors or criteria was conducted to determine the risk
analysis of IS network development into the structure. Therefore, building a
hierarchical structure serves to build a causal relationship between risk factors. Risk
analysis of the Islamic State (IS) network development has 3 (three) main criteria:
vulnerabilities and impacts. Threat Criteria has 8 (eight) sub criteria; vulnerability
and impact criteria each has 5 (five) sub criteria. The whole factors of the hierarchy
are shown in Figure 5.

The determination of the criteria weights on the criteria and sub-criteria 1s done by
filling in a pairwise comparison matrix and comparing the priorities of each criterion
based on Table 10-Table 17. The decision makers in consist of 10 expert panels.
Through a panel discussion, detailed sub-criteria under three main criteria for risk
analysis (Threat, Vulnerability, Impact) were identified.

There are three levels in the hierarchical decision structure. The overall objective
of the decision-making process called "Providing risk analysis to the IS network
development in Southeast Asia" is at the first hierarchical level. The main criteria are
at the second level, sub-criteria at the third level (Figure x). In this phase, the
decision makers were asked to make pairwise comparisons of the three main criteria
and 18 sub criteria using linguistic variables in Table . The CR values of all matrices
were less than 0.1 showing that the matrix was consistent.

Table 10 Pairwise comparisons on Main Criteria
CRITERIA | Threat (T)| Vunerability (V) |Impact (I)
Threat (T) 1 2 1
Vunerability (V) 1/2 1 1
Impact (I) 1 1 1
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Table 11 The Main Criteria Weight

CRITERIA  Threat (T) Vunerability (V) Impact (I) weight
Threat (T) 1 2 1 0411
Vunerability (V) 12 | 1 0,261
Impact (I) 1 I 1 0,328
CR= 0,024 1,000

Table 12 FPairwise ('qrpari.wn of Threat (T) Sub Criteria
SUB C“TERIA T2 T3 T4 T5 Te T7 T8
1 1+ 2 1 2 2 2 2
T2

1 1 12 172 172 1 12 1/3
T3 V2 2 1 w2 172 13 2 2
T4 12 2 1 2 2 2 1
TS5 2 2 2 12 1 12 1V3 12
T6 V21 3 12 2 1 2 2
T7 /2 2 12 12 3 172 1 12
T8 /2 3 12 1 2 12 2 1

Table WEM&? (T) Sub-weighting Result

SUB ERIA T2 T3 T4 TS5 Te T7 T8 Weight
C“T 1 12 1 2 2 2 210175

T2 1 1 2 12 172 1 12 1/3) 0079

T3 vz 2 1 12 12 3 2 20,109

T4 1 22 1 2 2 2 10171

T5 /2 2 2 12 1 12 1/3 1/2) 0,090

T6 V2 1 3 2 2 1 2 20147

T7 /2 2 2 12 3 12 1 1/2) 0,100

T8 2 3 21 2 12 2 1| 0,128

CR = 0,001 1.000

Table 14 Pairwise Comparison of Vilnerability (V) Criteria

SUB CRITERIA | V1 V2 V3 V4 V5
V1 1 2 12 2 1
V2 V2 1r 2 1 2
V3 172 1 1 172 172
\E vz 1 2 1 1,2
Vs 1 2 2 2 1
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Table 15 Vulnerahility (V) Sub-Criterion Weighting Value

SUB CRITERIA| V1 V2 V3 V4 V5 weight
Vi 1 2 172 2 1 [0.245
V2 2 1 2 1 210229
Vi3 /2 1 1 12 1720127
V4 2 1 2 1 120,169
V5 1 /2 2 2 1 |0230
CR= 0,070 1.000

Table 16 Pairwise Comparison of Impact (1) Sub Criteria
SUB CRITERIA(I1 12 I3 14 1I5

11 /2 V3 12 1.2
12 2 1 12 12 1.2
13 2 2 1 2 2
14 2 2 121 2
15 2 2 172 12 1

Table 17 Impact (1) sub-criterion Weighting

SUB CRITERIA| I1 12 I3 14 15 weight
11 | /2 1/3 172 1/2) 0,098

12 2 I 12 172 1/2] 0,145

13 2 2 1 2 21034

14 2 2 12 1 2 (0244

15 2 2 172 172 1 | 0,189

CR= 0,021 1,000

T 18 Analysis Weights Criteria and Sub Criteria Value

Criteria iteria Weight Sub-criteria (“ehlatio Weight|Final Weight]
Existence 0,175 0072
Terror Ability T2 0079 0032
Historic T3 0,109 0045
Threat 0.411 Intensity T4 0,171 0070
(T) ! Type of planning activities| T3 0090 0037
Target strateg ies T6 0,147 0061
Total Population T7 0100 0041
Environmental Safety T8 0,128 0053
Location WVl 0245 0064
Accessibility V2 0229 0060
Vulnerability (V) 0,261 Security Adequacy V3 0,127 0033
Availability Vi 0,169 0044
Vulnerability VA 0230 0060
Insignificant Il 0098 0032
Minor 2 0,145 0048
['“;%"“’t 0328  |[Modente B3| 0324 0.106
Major 14 0244 0080
Catastropic 15 0,189 0062
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3.2 Threat, Vulnerability and Impact Assessments

After each criterion weight is obtained, the uexamcess 1s to carry out a risk analysis
of the IS network development using the Technique for Order Preference by
Similarity to Ideal Solution method. To determine the risk value, TOPSIS method
was employed to determine the weights for each criterion and alternative using
geometric averages. These geometric mean values are considered as the result of
group assessments of the values given by 10 expert panels.

Table 19 Risk Analysis ¢ ighted Normalized Matrix for Threat ( T) Sub-Criterion

THREAT (T)| T1 | T2 | T3 | T4 | TS5 | Te | T7 | T8
Weight 210,032(0,045/0,070|0,037/0,061 00410053
Alternative TTM | T2 | T3 | T4 | TS | Te | T7 | T8
Indonesia 3 3 4 2 2 3 3 3
Malaysia 3 2 3 2 2 2 3 2
Thailand 3 3 4 2 2 3 4 4
Philippines 4 3 4 3 3 3 4 3

Table 20 Risk Analysis for Threat {T) Sub-Criteria

Country |Threat (T) Analysis Result | Description
Indonesia 0,758 High
Malaysia 0.669 High
Thailand 0,790 High
Philippines 0912 Very High

Result of Threat Analysis
0.912

1.0 0.758 A-EG 0.790
'DS L] ) -
08 u: —
0.2
0.0

INDOMNESIA MALAYSIA THAILAND PHILIPPINES

Figure 6 Threat (T) Sub-Criteria Analysis

Table 21 Risk Analysis of Weighted Normalized Matrix for Vulnerability (V) Sub-Criteria

Yurnerability (V)| V1 | V2 | V3 | V4 | V5
Weight 0,064 0,000 (0,033]0,044 0,060
Alternative V1 | V2 | V3 | V4 | V5
Indonesia 3 3 3 3 4
Malaysia 3 4 3 3 3
Thailand 3 4 3 3 3
Philippines 3 3 4 3 4
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Table 20 dan Figure 6 depict that Indonesia has a threat risk value of 0.758;
Malaysia has a risk value of threats of 0.669; and Thailand has a threat risk value of
0.790. These three countries are at High category risk level. The Philippines has a
threat risk value of 0.912 which is categorized as Very. It has the highest threat risk

International J. of Opers. and Quant. Management

among the other Southeast Asian countries studied.

Table 22 Risk Analvsis for Vulnerability (V) Sub-Criteria

Country |Vulnerability (V) Analysis Result | Description
Indomnesia 0463 Medium
Malaysia 0.461 Medium
Thailand 0461 Medium
Philippines 0,539 Medium

Result of Vurnerability Analysis

0.6 0.539
0.463 0.461 0.461
04 b e
@.*' @.*‘ £ -~ Q

Figure 7 Vulnerability (V) Sub-criteria Analysis

The risk analysis the vulnerability criteria in Table 22 dan Figure 7shows that
Indonesia has a vulnerability risk value of 0.463; Malaysia has a risk value of
vulnerability of 0.461; Thailand has a vulnerability risk value of 0.461; and the
Philippines has a risk value of Vulnerability of 0.539. The Philippines has the highest
vulnerability risk value among other Southeast Asian countries studied. However, all

four countries have a medium category .

Table 23 Risk Analysis of Weighted Normalized Matrix for Impact (1) Sub-Criteria.

IMPACT (I})| I1 I2 I3 I4 Is
Weight 0,032{0,048|0,106|0,080| 0,080
Alternative I1 12 I3 14 I5
Indonesia 2 2 3 2 2
Malaysia 2 3 2 2 2
Thailand 2 2 3 2 2
Philippines 2 2 3 3 2
Table 24 Risk Analysis for Impact {[)Sub-Criteria
Country |Impact (I) Analvsis Result | Description
Indonesia 0484 Moderate
Malaysia 0,287 Minor
Thailand 0484 Moderate
Philippines 0,713 Significant
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Result of Impact Analysis

0./15
0.484 0.484 ——

bl = W

INDONESIA MALAYSIA THAILAND PHILIPPINES

cogoooR
o SN s v = e}

Figure 8 Impact (1) Sub-criteria Analysis

13

ged on the results of the risk analysis of the Impact criteria in Table 24 dan
Figure 8, it is revealed that Indonesia has an impact risk value of 0.484 with the
moderate category; Malaysia has an impact risk value of 0287 with a minor
category; Thailand has an impact risk value of 0.484 with the moderate category; and
the Philippines has a significant impact risk value of 0.713. The Philippines has the
highest Impact risk value among other Southeast Asian countries examined.

4. Discussion
4.1 Risk Determination

Table 25 Risk Analysis of Islamic State (18) Network in Southeast Asia

Count Threat | Vurnerability | Impact | Risk Score | Colour
OUREEY | Score | Score Score |(TX VXT)| Level
Indonesia | 0,758 0463 0.484 0,170 Low
Malaysia | 0,669 0461 0.287 0088 Low
Thailand | 0,790 0461 0.484 0,176 Low

Philippines| 0,912 0539 0.713 0351 Guarded

After collecting inputs and choosing risk analysis techniques, analysis results explain
that several conditions stand out and at each stage of construction. The risks to be
encountered in terms of national security in each country will certainly vary
according to the existing geopolitical conditions.

Result of Risk Analysis
for IS Terrorism

0.351
04 0,170 0176
D.z D.DEE i
1 — [

00
INDONESIA MALAYSIA  THAILAND PHILIPPINES

Figure 9 Risk Analysis of Islamic State (I5) Network in Southeast Asia
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At Table 25 dan Figure delineate that the risk value comes from the multiplication
between the value of the threat, vulnerability and impact. Based on the results of risk
calculations, the Philippines has the highest risk factor value with a value of 0.351 at
level 2. While the other three countries have a risk factor at level 1. Indonesia has a
value of 0.170 Malaysia has value of 0.088; and Thailand with a value of 0.176.

The three countries at level 1 are countries having no base of developing military
wing. In Indonesia there are several Islamic-based organizations that have direct or
indirect affiliations with the Islamic State (IS). The threat of IS can be conditioned as
an unreal threat. However, the existence of some terrors that occurred in Surabaya in
2018 had provided firm evidence that IS was still free to carry out activities due to
social, economic and religious factors of Indonesia.
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£
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Figure 10 Risk Analysis of the Islamic State (18 ) Network in Southeast Asia Mapping

In Thailand, the Muslim is a minority. Muslim community in Thailand is largely
comes from Malay race. However, there were several protests due to the prohibition
of using Malay, teaching Islam in schools etc. These conditions discriminated
Muslim people, and in the end, there was a violence and murder which is also an act
of Terrorism. The next resistance movement emerged in the 1960s led by Tengku
Abdul Jalil who founded the National Liberation Front of Patani (NLFP). This
movement actually triggered the emergence of other resistance organizations such as
National Revolutionary Front and Patani United Liberation Organization (PULO)
demanded Southern Thailand to ve divided into four regions namely Pattani, Yala,
Songkhla, and Narathiwat. However, Thailand is still at a stable level 1 from risk
analysis of terorism networks in Southeast Asia.

In Malaysia, the development of the terror network was initiated by the formation
of Mujahidin to help Afghan mujahidin's fight against the Soviet Army. Malaysia’s
current terror network that stands out is IS network, which was initially intruded by
Jemaah Islamiyah and Mujahidin. Currently, it is intruded by separatists of Aceh and
Sri Lanka. This terror network fled through Southern Thailand, which then entered
Malaysia to declare its goal to Malaysia mn establishing an Islamic state in Southeast
Asia in general and the Islamic state in Sri Lanka in particular. However, Malaysia is
still at level 1 based on the risk analysis of terrorism networks in Southeast Asia.

The Philippines has the highest risk at level 2. There are hardline fighters with a
strong ideology-based and paramilitary character called the Moro National
Liberation Front or known as MNLF fighters. After the defeat of ISIS n 2015, ISIS
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leader Abubakar Al-Bagdadi indoctrinated his followers to return to their respective
countries to establish an Islamic State in their country. On of the member of ISIS in
Philippines, the leader of ASG namely Isnilon Hapilon is the leader of the ISIS in
Southeast Asia. The Returnees were involved in kidnappings and hostages through
the active ASG igniting Moro resistance at Marawi on May 23, 2017. Duterte
decided that the Philippine government imposed martial law until July 26, 2017
which then extended to December 26, 2017. Peace and rebellion continued to roll in
the Philippines. It is difficult to resolve because the relationship of Islamic Ideology
also originates from neighbouring countries such as Southern Thailand, Malaysia,
and Indonesia. However, the existence of the Islamic State (IS) network in the
Philippines did not cause damage as happened in Syria.

5. Conclusion
The Islamic State (IS) trism network in southeast Asia is inseparable from the
spread of power from Islamic state groups in Iraq and Syria. The presence of
combatants from various countries had an impact on the risk of the development of
the Islamic State, especially those who come from Southeast Asia.

According to the risk analysis result on development of the Islamic State (IS)
network, Indonesia has a threat risk value of 0.758 with the category of High;
Malaysia has a risk value of threat of 0.669 with the High category; Thailand has a
threat risk value of 0.790 with the High category; lhe Philippines has a threat
risk value of 0.912 with the category of Very High. Based on the results of the risk
analysis of the criteria of Vulnerability, it is found that Indonesia has a vulnerability
risk value of 0.463; Malaysia has a risk value of 0.461; Thailand has a risk value of
0.461:; and the Philippines has a risk value of 0.539. All countries mentioned are
categorized in the Medium category. While the risk analysis of the criteria of Impact
revealed that Indonesia has an Impact risk value of 0484 with the moderate
category; Malaysia has an Impact risk value of 0287 with a minor category;
Thailand has an Impact risk value of 0484 with the moderate category; and the
Philippines has a significant risk value of 0.713.

Finally, the risk analysis of the development of Islamic State in Southeast Asia
resulted three countries were categorized in the category of Low: Indonesia,
Malaysia and Thailand. Indonesia has the value of risk factor of 0.170; Malaysia has
the value of risk factor of 0.088 and Thailand has the value of risk factor of 0.176.
On the other hand, the Philippines has the value of risk factor of 0.351 in the
category of Guarded.

6. Future Work

e Future studies are encouraged to implement a risk mitigation strategies of
Islamic state (IS) terrorism network in Southeast Asia in an effort to support the
countries’ cooperation between security services on the counter terrorism field.

e  Prospective studies are expected to conduct risk factor analysis toward other
Southeast Asian countries in order to identify the entirety of the development of
the Islamic State (IS).
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